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WestermoConnect

A click and a password away from the world
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Robust Industrial Data Communication:
— Made Easy



Remote connectivity for the industrial world

3G / GPRS router

MRD-350

# -20 to 60°C operating temperature

iit Integral DIN-rail mounting clip Dual SIM
SUPPOI"t

# Compact design

# Easy to use firewall

# Secure VPN with encryption
2 port
switch
RS-232

WestermoConnect

Cloud based remote access solution for the industrial world

i VPNeFree — up to 3 remote connections (1 concurrent user connection)

# VPNeSub — up to 1000 remote connections (10 concurrent user connections)
# 10Gbit fibre back bone

# Available 24/7 with 99.99% availability

# Connect from anywhere in the world

# Secure VPN with encryption

Remote connectivity for the industrial world

ADSL broadband router

ADSL-350

# -25 to 70°C operating temperature
it Integral DIN-rail mounting clip
# Compact design

# Easy to use firewall

2 port
switch

RS-232

WestermoConnect %

WestermoConnect is based on secure VPNs throughout.

The VPNs are encrypted using “‘strong” encryption algorithms such as
AES 128-256 bit or Blowfish, and can be certificates or pre-shared
keys (PSK).

Security at the remote site can be enhanced by the inspect state
firewall built in to the MRD-350 and ADSL-350.



VPN

Open VPN & IPSec (product dependant)

Encryption

3DES, AES, Blowfish ,SHA1, MD5, Certificates (product dependant)

System Management

SNMP V2c, email alerts, extensive logging and diagnostics.
All mobile routers support SMSVPN on demand

VPN Client

Free SSL client, (HTTPS port 443) (Open VPN 1194)

Compatible Hardware

ADSL: ADSL-350, DR-260, DR-270

3G: MRD-350, MR-260, MR-270, MRD-310, MRD-330
GPRS: MR-210

Remote LAN Router: Lynx L2xx series, RedFox

VPNeFree 3 connections, 1 concurrent client connection, no management interface, subnet / IP ad-
dresses assigned by Westermo

VPNeSub 1000 connections, 10 concurrent client connections, access to management inter-
face, no restriction on subnets / IP addresses used

Topologies One to many (user client to remote machine)

Many to many (all site exchange data)*

Point to point (leased line replacement)*

Point to multipoint (multidrop leased line replacement)*
*Not available with VPNeFree
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