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#ms Securely connect machines to Talk2M cloud & users

Remote site ' User

Remote Access

VPN VPN
a
.
eCatcher
& \ Talk2M VPN client
Outbound via ) VPN
sl .
port 443/TCP (HTTPS) ﬂt
or port 1194/UDP (((

gCatcher Maobile
=3 Your automation apps
L= (i0S, Android)

— ' M2 Web

f Talk2M HTTPS web portal




””:#s Security aspects in developing a connected product

Users’ HW
management manipulation
SW manipulation

Data (PII) MITM
leakage
B |nformation loss/ B
manipulation




”":#s lIOT is a specific branch of IOT with different challenges

10T Industrial 10T

Easyness Prevention of process interruption

Failure implication No critical Impact on production, physical threats

Need to be scheduled, may be postponed for

Patch management Possible during operation T oy

Lifecycle Frequent changes Lifespan of 10 years

Not always close to humans, might be

Reachability At home, wearable physically exposed to hacker




”gr"s What do we want from an lIOT device connected to a machine?

Basic Model

C Confidentiality:

No-one can intercept information

Confidentiality

| Integrity:

Information & code are not modified or destroyed

Security
model A Availability:

Information (device) is available when needed

Availability




”gr"s What do we want from an lIOT device connected to a machine?

The extended security model

Accountability

Authorisation

Confidentiality

Extended
security

model

Authentication

Availability

Au Authentication:

Agents involved in the communication are identified

Ar| Authorization:
What can/can’t be done (by user, or system)

Ac| Accountability:
What has been done, when, by who, for how long




”gr"s What do we want from an IlOT device connected to a machine?

The extended security model

Asymmetric cryptography
 Confidentiality = Encryption
* Integrity = Code signing
 Authentication = Identity

Confidentiality

Accountability Integrity

Extended

security
model

Authorisation

Availability

But what is cryptography?

Authentication




#rms  Symmetric cryptography

Encryption
8 Plain text Algorithm Cypher text Reversed algorithm Plain text ﬁ

Alice

MConfidentiality
Integrity
[XIAuthentication Same key




wrms  Asymmetric cryptography

Encryption

Plain text Algorithm Cypher text Reversed algorithm Plain text

/ B @_,IEI_.@ _»

Bob

Alice

o <&
> <«

Bob’s public key Bob’s private key

MConfidentiality Different keys




wrms  Asymmetric cryptography

Signature

Algorithm Cypher text Algorithm Plain text

a| - %

Plain text

Bob

Alice’s private key Alice’s public key

Fintegrity e
MAuthenticaton = T




#ms Focus on: HMS public key

ISR IWOTKS.COTM,
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ABOUTHMS ¥ PRODUCTS ¥  SOLUTIONS ¥

HMS Responsible Disclosure Program

Introduction

HMS place the utmost importance on the
We recognize the valuable role of the digit:
We prefer to be informed as soon as possill
If you have identified a vulnerability, we gi

For this operation to take place in an organ

Contact

If you believe that you have discovered a s

The following public PGP key is available fol

=

Key ID: 029CE763

Key fingerprint: D2E9 27A8 4F09 B1ES 022

Please provide the fc

* The nature of the error or discovery ider|

® Tha ctanc naraccaru ta ranlicata it

r) pgp-encryption-key.asc - Notepad

File Edit Format View Help

mQENBFwE3ugBCACVEFM2SIMPL37A7kIGCmXPAPMAi IdymUf fVDKHafSrAgEjgq]:
KiIxb91t4foDPvyKGwKbcTkQXGQ/4M6I1TdNFNnIiuKPBvY5GtHgeW6LUBbv1Sz2I
wEa@IMIKHFpGirVNiq/2A7YMDMzF4kpG3xLP78KME Q0101 7K/ 06gKDyquYMM+|
M75b3j3kTVb+RuKKV2t9Q642brlbrlweABUf I4KhoSOwughx9pdKsuATU2wdueIK)
0zXe4GdWTUa/WFnhNhgcHoD1c713UmpYpLhZ /HEXSUhINIGNFESkmx@8DQqCq06d
LdAtu6Hn2KR@3SKDQ70T41P330g50mVTpuc3ABEBAAGBPENNUyBDeWI1ciBTZWN:
cml@eSBSZXNwb252zZSBUZWFtIDxobXMtY3NydEBobXMtbmVed29ya3MuY29tPok!
VAQTAQgAPhYhBNLp]6hPCbH1Ai1GbNi6e10Cn0djBQIcBN70AhsDBQkFygPIBQs
CAcCBhUKCQgLAgQWAgMBAhR4BAheAAADIENi6e1@Cn0d jFPAH/@BXnXhwDTvrGab:
mt2MsKLvBP4nXeCKAZQrQWmz6nAnt]4xGIBwxhr /+8j8vX8iXSQuoQ6a/P6k13l
p/BCZxBbKayL22N]X1Q+8ar1ESiSuf1QU7ErmyIo9Zk+yLnszXx1uzCyQtx513Pi
G7yTr6671KIQhMYN7mGRhTrnNniN6ZcYvCHxiMkdkMIgjgpMGPESgiIXSCLGMzZ!
Pqycu/1f1PVqvnaXjWDLUPfDKwQ/7P8Z83265LzUh9bdxK7MrmNK/xuRe /dRRIV,
7rplfR+ulMguQMKUCyb8k 7wwRbet EZWALOPT+09VIItCIW1WGa9v9qqCFHC6 7xp:
VRzAceqSAQ@EXATe6AEIAPOES4]7GAr3CtR2eMPDEPDCErZp/ r@rHuB2b19Q+m!
LYsevp91Kz9whinI+Iq6TFwXc9sS/1NiwD3AqIz0KKk8 JOWevXBZAt TDxIvC rDOXI
zTuF4WILniXEUMOk@wwfpF jwlxavEHB2PM4bHENxxtCk3ET1T+qZDR/XUjYRIpgl
vv6q1WfhsDThwTInZqQ@eDdpEK5B8421h(9C6QmSHZ2RkeAYNz +Kz51VRr4dmbK1i
Nr54VQiHOZhP8HZ8F13§SwdgqSkeabtrl++ml1W/eSxOQRtI2tXRARF7TFcYq6ql
13Y2zbyPnIPNFi7tfk]BL31XAumdpwPwObHQeI8K/iUAEQEAAYKBOWQYAQgAIYI
BNLpJ6hPCbH1Ai1GbNi6e10Cn0djBQIcBN70AhsMBQkFygPTAA0JENi6e18Cn0d.
SKQH+JpGFijLAWHPDHqDbWHNLop@NQao73Db6b7P /UINqUuioU4YC2kOHC 54x0kI
Eay9MrOLR67YpABm1Znj@H13mt j78TI jWS8gGusxPurZIJuVnuIAIr84nU3aXNEl
OULQHSZ9+0+LKVxI6jhz@w/1jknW7 iWyOczSF2BoE2D08RYuz5TZPrHasAqF035
SybAYqpRxQoqEBEDTiw/6g6ITImEkTwbFz2ZyblprMFt1D3vxEwWPGwdokgYLIL:
Bw3aRQd5akG3qCCgTkR1Lqn1P3f9IIjvCUHIxex8iaIDTIOWRpSKxT1xLBgkFDCS!
ANfs+VEGdQZo2k/88028wHxMpg==

=xnbn




”":#s The key to keep a secret is to keep the key secret !

e SYMMETRIC ASYMMETRIC

Strength Strong Strong

Speed Faster Slower

Keys Must be shared (danger!) Private key remains private

Easiness High volume of keys (1 per actor) Improved scalability
(management of own private key)

Confidentiality v

Authentication X v

Integrity x v
(hash verification concept non explained here)
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#~ms Preliminary conclusion

Given, that:

* We identified threats.

+ To mitigate threats & get proper security, we need:
Confidentiality,

m Integrity,

Availability,

Authentication, 8
Authorization,

Accountability.

. m are ensured by cryptography.

* In cryptography, keys must remain secret and untampered at all costs.




#rms  Security on Hardware

Secrets
remain
secret and
unchanged

HW Root
of Trust

C

R

o

Security at
component

level

Communications
between
components
are secured

C

Au

1, o Ve
G-
Secure Digitally signed
boot code
Software is Updates are
genuine legitimate




wrms What’s new?

7 Secure element /

Security on Hardware
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Chain of trust in secure boot

eFuse
SHAZ256
SRK

)

Bootloader

C\ BootROM
/ verified

Bootloader

public key
signature

C/ boot i

\ eFuses
J

eFuses
status

Power ON

Signed
Ewon
application




wms  Security from machine to user, wherever in the world

Birth Secure Open source Security
certificate communications technology renewal
Device is UpToDate No security by Security remain
legitimate encryptions protocols obfuscation UpToDate during
lifetime

AuAr Cl| | A A




wms  Security, surrounding the 1IOT solution

(o
(o

Vaults

Secrets...

remain

secrets

C

A

Key
ceremony

Secrets are
not seen, not
tampered

cl]

<l

iy

Secure
coding

Security is
well
implemented

Internal
security and processes

Code is
protected

Cll

A

Au




#rmis The 2 hours that produced all secrets for Cosy+
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Hms  Security is also...

Availability
Scalability

Resilience

V']
ﬁ
EE SMms LOG
= (— X
Users’ Logs
management
Need to know Controls and
need to do accountability

principle

Cil|Au | |AC

%Q:

Users’
awareness

Right
implementation

C|I]|A




#mis  Focus on availability

2021/03/10

Issue on some of our European Free+ VPN server

A fire partially destroyed a datacenter of one of our hosting providers. The datacenter site is entirely down. Two of our European
Free+ VPN servers hosted there are offline since 2021-03-10 01:27 UTC. In order to ensure service continuity, impacted Ewon devices
have been temporarily rerouted to different VPN servers. If your Ewon device is not online on Talk2M, it might be due to local firewall
policies preventing it from communicating with the substitute servers. The device will be back online when the infrastructure is
completely recovered. To take full advantage of the global Talk2M infrastructure, please review the best practices related to ports and
addresses used by Talk2M (as explained here below on this webpage). - Devices have been moved back to previous servers
endpoints/IPs since 20210316 19:30 UTC.

The problem

The answer:




#rms The LAN is safe!

LAN segregation (reach only the target devices — no access to the factory network !)




#ms Challenge & be challenged!

=, clAa; AN

Due diligence NVISO.eu ISO 27001




#ms Challenges brought by our customers

Maturity arising...

MB vs IT manager, IT/OT convergence

More informed, aware of risks

Machine builer End user

 Monitor vulnerabilities F
° Cert|flcat|0n Scheme PruductlnnManagar IT Manager
 Device/solution vouching and Fleet standardization OT minded IT minded

Focus on reliability ~ Focus on Security

Overall equipment efficiency




wms External challenges

Response to vulnerabilities and incidents

o8, S =

Adversaries Responsible BCP/DRP
disclosure Crisis management

program




#rmis RA solutions currently on the market

Security

Dedicated hardware with security on software AND hardware

Dedicated hardware with security on software

Software on
a computer

[
»

Technology



#ms A solid security chain without weak link!

Router Communications Applications

Communication

Secure cloud

- -
L * Product secure lifecycle

Users awareness & training

Security on
every layer

0O ~NDN

Audits & pentests




Hytrs Cosy+ performs at its best with Talk2M ‘enriched’

ISO 27001 V
INFORMATION SECURITY
MANAGEMENT

-

35+ Servers 99,6%

Redundant infrastructure Total Service Availability + SLA

NVISO Y=




wms Trusted: Secure & future proof Ewon’

EASY

v’ Straightforward setup

SECURE
v' 1S0O 27001 certification

v Freemium model

= v' Simple pricing

T“‘\_._'_"-_-n- _._:_-_-_r__‘__-.

e . e i

= segregation
FUTURE PROOF

v' Leadership

v" Access control & visibility

TALK2M INFRA.

v Global
v" Reliable (SLA)

v/ Standard technologies

v Quality local support

.

v' Scalable
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#~ms \Nrap up

 Security by design,

* Risk assessment,

« Security on hardware,

» Secure Element to protect secrets on device & allow secure communication,
* Whole structure to manage secrets at Ewon level and push them on devices,
« Secrets protected all along the chain: bullet proof solution,

« Cosy+ must not be seen alone, but as part of an integrated secure solution including

Talk2m & the applications.




QUESTIONS?

177
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HWS Connecting Devices"

“STAY CONNECTED!

www.hms-networks.com




